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Definition of phishing:

"A scam by which an Internet user is duped (as by a deceptive e-mail message) into revealing
personal or confidential information which the scammer can use illicitly"

(Merriam-Webster online dictionary, https://www.merriam-webster.com/dictionary/phishing)

FOIA Exemptions related to phishing

[Note: The list below describes exemptions within FOIA that protect computer software, contact
information, and cybersecurity information. This list is not a comprehensive list of all
exemptions that may protect personally identifiable information (PI1). There are many other
exemptions throughout FOIA that may protect PII in specific contexts, such as exemptions for
administrative investigations, health records, and law-enforcement.]

§ 2.2-3705.1. Exclusions to application of chapter; exclusions of general application to
public bodies.

1. Personnel information concerning identifiable individuals, except that access shall not be
denied to the person who is the subject thereof. Any person who is the subject of such
information and who is 18 years of age or older may waive, in writing, the protections afforded
by this subdivision. If the protections are so waived, such information shall be disclosed.
Nothing in this subdivision shall be construed to authorize the withholding of any resumes or
applications submitted by persons who are appointed by the Governor pursuant to § 2.2-106 or
2.2-107.

No provision of this chapter or any provision of Chapter 38 (8 2.2-3800 et seq.) shall be
construed as denying public access to (i) contracts between a public body and its officers or
employees, other than contracts settling public employee employment disputes held confidential
as personnel records under § 2.2-3705.1; (ii) records of the name, position, job classification,
official salary, or rate of pay of, and records of the allowances or reimbursements for expenses
paid to, any officer, official, or employee of a public body; or (iii) the compensation or benefits
paid by any corporation organized by the Virginia Retirement System or its officers or
employees. The provisions of this subdivision, however, shall not require public access to
records of the official salaries or rates of pay of public employees whose annual rate of pay is
$10,000 or less.

[Note: The personnel information exemption would protect employees' home or personal
addresses, phone numbers, email addresses, and other contact information, but would not
protect such information used in public employment, such as work phone numbers and email
addresses.]

6. Vendor proprietary information software that may be in the public records of a public body.
For the purpose of this subdivision, "vendor proprietary information software™ means computer
programs acquired from a vendor for purposes of processing data for agencies or political
subdivisions of the Commonwealth.

7. Computer software developed by or for a state agency, public institution of higher education
in the Commonwealth, or political subdivision of the Commonwealth.
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10. Personal contact information furnished to a public body for the purpose of receiving
electronic mail from the public body, provided that the electronic mail recipient has requested
that the public body not disclose such information. However, access shall not be denied to the
person who is the subject of the record. As used in this subdivision, "personal contact
information” means the information provided to the public body for the purpose of receiving
electronic mail from the public body and includes home or business (i) address, (ii) email
address, or (iii) telephone number or comparable number assigned to any other electronic
communication device.

§ 2.2-3705.2. Exclusions to application of chapter; records relating to public safety.

2. Information that describes the design, function, operation, or access control features of any
security system, whether manual or automated, which is used to control access to or use of any
automated data processing or telecommunications system.

6. Subscriber data provided directly or indirectly by a communications services provider to a
public body that operates a 911 or E-911 emergency dispatch system or an emergency
notification or reverse 911 system if the data is in a form not made available by the
communications services provider to the public generally. Nothing in this subdivision shall
prevent the disclosure of subscriber data generated in connection with specific calls to a 911
emergency system, where the requester is seeking to obtain public records about the use of the
system in response to a specific crime, emergency or other event as to which a citizen has
initiated a 911 call.

For the purposes of this subdivision:
"Communications services provider" means the same as that term is defined in § 58.1-647.

"Subscriber data" means the name, address, telephone number, and any other information
identifying a subscriber of a communications services provider.

7. Subscriber data collected by a local governing body in accordance with the Enhanced Public
Safety Telephone Services Act (8 56-484.12 et seq.) and other identifying information of a
personal, medical, or financial nature provided to a local governing body in connection with a
911 or E-911 emergency dispatch system or an emergency notification or reverse 911 system if
such records are not otherwise publicly available.

Nothing in this subdivision shall prevent the disclosure of subscriber data generated in
connection with specific calls to a 911 emergency system, where the requester is seeking to
obtain public records about the use of the system in response to a specific crime, emergency or
other event as to which a citizen has initiated a 911 call.

For the purposes of this subdivision:

"Communications services provider" means the same as that term is defined in § 58.1-647.
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"Subscriber data" means the name, address, telephone number, and any other information
identifying a subscriber of a communications services provider.

11. Information concerning a salaried or volunteer Fire/EMS company or Fire/EMS department
if disclosure of such information would reveal the telephone numbers for cellular telephones,
pagers, or comparable portable communication devices provided to its personnel for use in the
performance of their official duties.

14. Information contained in (i) engineering, architectural, or construction drawings; (ii)
operational, procedural, tactical planning, or training manuals; (iii) staff meeting minutes; or (iv)
other records that reveal any of the following, the disclosure of which would jeopardize the
safety or security of any person; governmental facility, building, or structure or persons using
such facility, building, or structure; or public or private commercial office, multifamily
residential, or retail building or its occupants:

a. Critical infrastructure information or the location or operation of security equipment and
systems of any public building, structure, or information storage facility, including ventilation
systems, fire protection equipment, mandatory building emergency equipment or systems,
elevators, electrical systems, telecommunications equipment and systems, or utility equipment
and systems;

b. Vulnerability assessments, information not lawfully available to the public regarding specific
cybersecurity threats or vulnerabilities, or security plans and measures of an entity, facility,
building structure, information technology system, or software program;

c. Surveillance techniques, personnel deployments, alarm or security systems or technologies, or
operational or transportation plans or protocols; or

d. Interconnectivity, network monitoring, network operation centers, master sites, or systems
related to the Statewide Agencies Radio System (STARS) or any other similar local or regional
public safety communications system.

The same categories of records of any person or entity submitted to a public body for the purpose
of antiterrorism response planning or cybersecurity planning or protection may be withheld from
disclosure if such person or entity in writing (a) invokes the protections of this subdivision, (b)
identifies with specificity the records or portions thereof for which protection is sought, and (c)
states with reasonable particularity why the protection of such records from public disclosure is
necessary to meet the objective of antiterrorism, cybersecurity planning or protection, or critical
infrastructure information security and resilience. Such statement shall be a public record and
shall be disclosed upon request.

Any public body receiving a request for records excluded under clauses (a) and (b) of this
subdivision 14 shall notify the Secretary of Public Safety and Homeland Security or his designee
of such request and the response made by the public body in accordance with § 2.2-3704.
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Nothing in this subdivision 14 shall prevent the disclosure of records relating to (1) the structural
or environmental soundness of any such facility, building, or structure or (2) an inquiry into the
performance of such facility, building, or structure after it has been subjected to fire, explosion,
natural disaster, or other catastrophic event.

As used in this subdivision, "critical infrastructure information" means the same as that term is
defined in 6 U.S.C. § 131.

§ 2.2-3705.3. Exclusions to application of chapter; records relating to administrative
investigations.

8. The names, addresses, and telephone numbers of complainants furnished in confidence with
respect to an investigation of individual zoning enforcement complaints or complaints relating to
the Uniform Statewide Building Code (§ 36-97 et seq.) or the Statewide Fire Prevention Code (8
27-94 et seq.) made to a local governing body.

§ 2.2-3705.4. Exclusions to application of chapter; educational records and certain records
of educational institutions.

B. The custodian of a scholastic record shall not release the address, phone number, or email
address of a student in response to a request made under this chapter without written consent. For
any student who is (i) 18 years of age or older, (ii) under the age of 18 and emancipated, or (iii)
attending an institution of higher education, written consent of the student shall be required. For
any other student, written consent of the parent or legal guardian of such student shall be
required.

[Note: See also 8§ 22.1-287.1 and 23.1-405 containing similar prohibitions on the release of
certain student information.]

§ 2.2-3705.7. Exclusions to application of chapter; records of specific public bodies and
certain other limited exclusions.

3. Information contained in library records that can be used to identify (i) both (a) any library
patron who has borrowed material from a library and (b) the material such patron borrowed or
(i) any library patron under 18 years of age. For the purposes of clause (ii), access shall not be
denied to the parent, including a noncustodial parent, or guardian of such library patron.

7. Customer account information of a public utility affiliated with a political subdivision of the
Commonwealth, including the customer's name and service address, but excluding the amount of
utility service provided and the amount of money charged or paid for such utility service.

20. Information held by the Virginia Department of Emergency Management or a local
governing body relating to citizen emergency response teams established pursuant to an
ordinance of a local governing body that reveal the name, address, including e-mail address,
telephone or pager numbers, or operating schedule of an individual participant in the program.



HJ 628 Phishing Study Subcommittee
July 15, 2019

21. Information held by state or local park and recreation departments and local and regional
park authorities concerning identifiable individuals under the age of 18 years. However, nothing
in this subdivision shall operate to prevent the disclosure of information defined as directory
information under regulations implementing the Family Educational Rights and Privacy Act, 20
U.S.C. § 1232g, unless the public body has undertaken the parental notification and opt-out
requirements provided by such regulations. Access shall not be denied to the parent, including a
noncustodial parent, or guardian of such person, unless the parent's parental rights have been
terminated or a court of competent jurisdiction has restricted or denied such access. For such
information of persons who are emancipated, the right of access may be asserted by the subject
thereof. Any parent or emancipated person who is the subject of the information may waive, in
writing, the protections afforded by this subdivision. If the protections are so waived, the public
body shall open such information for inspection and copying.

22. Information submitted for inclusion in the Statewide Alert Network administered by the
Department of Emergency Management that reveal names, physical addresses, email addresses,
computer or internet protocol information, telephone numbers, pager numbers, other wireless or
portable communications device information, or operating schedules of individuals or agencies,
where the release of such information would compromise the security of the Statewide Alert
Network or individuals participating in the Statewide Alert Network.

§ 2.2-3706. Disclosure of law-enforcement and criminal records; limitations.

7. Records of a law-enforcement agency to the extent that they disclose the telephone numbers
for cellular telephones, pagers, or comparable portable communication devices provided to its
personnel for use in the performance of their official duties;

§ 2.2-3711. Closed meetings authorized for certain limited purposes.
A. Public bodies may hold closed meetings only for the following purposes:

19. Discussion of plans to protect public safety as it relates to terrorist activity or specific
cybersecurity threats or vulnerabilities and briefings by staff members, legal counsel, or law-
enforcement or emergency service officials concerning actions taken to respond to such matters
or a related threat to public safety; discussion of information subject to the exclusion in
subdivision 2 or 14 of § 2.2-3705.2, where discussion in an open meeting would jeopardize the
safety of any person or the security of any facility, building, structure, information technology
system, or software program; or discussion of reports or plans related to the security of any
governmental facility, building or structure, or the safety of persons using such facility, building
or structure.



