Personal Identifying Information Subcommittee of the FOIA Council

Meeting Summary
June 9, 2008 
House Room C, General Assembly Building

Richmond, Virginia
The Personal Identifying Information Subcommittee (PII Subcommittee) held its first meeting of 2008 to discuss several bills referred to the FOIA Council for study by the 2008 General Assembly
.  This meeting began as a joint meeting with the Joint Commission on Technology and Science (JCOTS) Social Security Number Subcommittee,
 continuing work begun last year regarding the collection, use, and dissemination of social security numbers (SSNs).  After the joint meeting of both subcommittees (collectively, the Joint Subcommittee) adjourned, the PII Subcommittee reconvened by itself to consider bills concerning access to concealed carry handgun permits and a proposed exemption allowing anonymous donations to museums.    

Joint Meeting with JCOTS Subcommittee Studying Social Security Numbers

The meeting began with presentations by staff of the FOIA Council and JCOTS on legislation passed by the 2008 Session of the General Assembly concerning SSNs, including the upcoming survey on the collection of SSNs by state and local government.  With the passage of SB 132/HB 634 (Chapters 843 and 840 of the 2008 Acts of Assembly), every state agency subject to the provisions of the Government Data Collection and Dissemination Practices Act (GDCDPA) and every county and city, and any town with a population in excess of 15,000, is required to conduct an analysis and review of its collection and use of social security numbers.  For state agencies, this survey is to be submitted to the chairmen of the Freedom of Information Advisory Council and the Joint Commission on Science and Technology (JCOTS) by October 1, 2008.   For localities, the survey is to be provided to the Virginia Municipal League (VML) or the Virginia Association of Counties (VACO), as appropriate, by September 10, 2008.  In turn, VML and VACO are to submit the survey results to the chairmen of the FOIA Council and JCOTS by October 1, 2008.   Staff is currently developing the forms and instructions for the survey; draft forms were presented today.  Staff emphasized that the survey is not intended to single out particular localities or agencies, but instead to help ensure that current practices are not disrupted by identifying ahead of time areas where legislation may be needed in the 2009 Session of the General Assembly.  As such, staff and the Joint Subcommittee briefly discussed the possibility of allowing anonymous responses to the survey and methods to ensure compliance.
Next, staff presented four of Delegate Sickles' bills concerning SSNs that were referred by the 2008 Session of the General Assembly to the FOIA Council and JCOTS for further study: HB 1087,
 HB 1088,
 HB 1096,
 and HB 1102.
  Staff indicated that among these four bills, Delegate Sickles had indicated a preference for HB 1096, which would establish a separate "Protection of Social Security Numbers Act."  The Joint Subcommittee then discussed how the Act would work in conjunction with FOIA, whether to cross-reference such an Act within FOIA, and the provisions concerning the release of the last four digits of SSNs for identification purposes when necessary.  The Joint Subcommittee then indicated it intended to take up each of these bills at its next meeting for further discussion, but would entertain public comment at this time.
B.J. Ostergren, representing the Virginia Watchdog, indicated that she could not support HB 1087 and HB 1102 because they failed to address SSNs in circuit court records available online through the courts' remote access systems.  Ms. Ostergren indicated she supported HB 1088, because she had used Department of Game and Inland Fisheries records to obtain SSNs and other information regarding various individuals, including an unlisted telephone number.  She indicated she felt HB 1096 would be under the GDCDPA and therefore would not include court systems, and that she was unsure whether the federal Driver Privacy Protection Act would apply or not.
  Ms. Ostergren further related that a recent television program showed a copy of an arrest warrant that included the SSN of a person wrongfully convicted and later exonerated, and she further emphasized the need to address SSNs in court records.
Ginger Stanley, Executive Director of the Virginia Press Association (VPA), in reference to HB 1096, indicated that while the VPA supports allowing access to the last four digits of SSNs for identification purposes, VPA does not support any particular carve-out for access to SSNs by the news media that is not shared with citizens in general.  
The Joint Subcommittee then discussed its study plan for future meetings, to continue to look at these bills in greater depth, to review the SSN survey information after it comes back in October, and to continue its policy analysis to compile a comprehensive record examining in detail the various issues regarding access to SSNs.  It was suggested that if possible, it would be helpful if some survey results might be reviewed before October.  The Joint Subcommittee also briefly discussed two other related issues: (1) access to court records and what efforts were being made to protect SSNs in those records, and (2) the Virginia Enterprise Application Program, an uncodified program in the Office of the Governor that seeks to provide a single portal for citizens to access all government services, which may entail the use of a unique identifier different from but similar to SSNs, with many of the same policy implications.  The Joint Subcommittee agreed to this study plan to give further consideration to the issues identified at its next meeting.
Reconvened PII Subcommittee Meeting
The joint meeting then adjourned, and the PII Subcommittee reconvened without the JCOTS Subcommittee.   The PII Subcommittee first took up the issue of access to concealed carry handgun permits (CCHP), as presented in SB 529 (Houck)
 referred to the Subcommittee by the 2008 Session of the General Assembly.  Delegate Nutter, who was patron of a bill similar to SB 529, was invited to today's meeting but was unable to attend.  Senator Houck indicated he requested the bill be referred to the FOIA Council for further study because the amended bill presented to the Senate was more restrictive than the version recommended by the FOIA Council.  Senator Houck asked for further comments or suggestions; there were none.  No action was taken on this matter.
The PII Subcommittee then considered HB 858 (Ebbin) and SB 647 (Ticer), identical bills that would have exempted from FOIA records of a publicly owned museum that can be used to identify an individual who donates or loans one or more items of personal property to the museum.  Bernard Caton and Lance Mallamo appeared on behalf of the City of Alexandria, which had originally requested this exemption as part of its legislative package for 2008.  Mr. Mallamo explained that while most people who donate to museums are happy to have their names associated with their donations, others seek anonymity because of concerns over becoming targets for other solicitations and possibly crime.  In response to questions from the Subcommittee, Mr. Mallamo further stated that while there were no known specific instances where a donation led to crime, there were suspicions that it had happened, and there were donors who refused to donate because of the perception of vulnerability involved.  The PII Subcommittee indicated they would like to hear about concrete examples and numbers of such instances before deciding how to proceed further.  Mr. Wiley related a story of a woman who gave money to plant flowers in her local community, but did so anonymously out of modesty; he opined that such philanthropy should be encouraged by allowing donors to withhold their names.  No action was taken on this matter.
The next PII Subcommittee meeting will be at 10:30am August 5, 2008 in the Speaker's Conference Room, Sixth Floor, General Assembly Building.
#
� Senator Houck, Delegate Griffith, and subcommittee members Edwards, Malveaux, Spencer, Treadway, Whitehurst, and Wiley were present; none were absent.


� Delegates Alexander and Nixon were present; Delegate May and Senator Watkins were absent.


� HB 1087 would have provided that the social security number of any individual contained in the public records of a local government shall be confidential and exempt from disclosure under FOIA. The bill provides, however, that a social security number may be released (i) in accordance with a proper judicial order; (ii) to any law-enforcement agency, officer, or authorized agent thereof acting in the performance of official law-enforcement duties; or (iii) to any data subject exercising his rights under the Government Data Collection and Dissemination Practices Act.


� HB 1088 would have provided that records of the Department of Game and Inland Fisheries (DGIF) shall be subject to the disclosure provisions of FOIA, except that the SSN of individual applicants for or holders of any hunting, fishing, boating, or trapping license issued by an agent of DGIF shall be withheld from public disclosure. The bill provides, however, that such information may be released (i) in accordance with a proper judicial order or (ii) to any law-enforcement agency, officer, or authorized agent thereof acting in the performance of official law-enforcement duties.


� HB 1096 would have created the Protection of Social Security Numbers Act, which prohibits every agency from releasing those portions of a public record that contain the SSN of any individual. The bill contains several exemptions from this general rule and also allows disclosure of the last four digits of an SSN to certain entities for the purpose of verifying identity. The bill provides for penalties for violation and contains technical amendments.


� HB 1102 would have exempted from the mandatory disclosure requirements of FOIA those portions of records containing an individual's SSN; except that access shall not be denied to the person who is the subject thereof. Any person who is the subject of any such record and who is 18 years of age or older may waive, in writing, these protections. If the protections are so waived, the public body shall open such records for inspection and copying.


� Note that HB 1102 would in fact create a new and separate Act that does not fall within the GDCDPA.    


� SB 529 would have protected from public disclosure permittee names and descriptive information held by the Department of State Police for purposes of entry into the Virginia Criminal Information Network. However, the information would still be available to law-enforcement agencies, officers, and agents in the course of law-enforcement duties, and non-identifying statistical information would be available to the general public.  This bill was a recommendation of the FOIA Council.
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